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• Anonymity of transactions

• Cross-border movements

• Evasion of sanctions

• Links to dark net marketplaces 

• Lack of regulation and supervision 

Why are VAs vulnerable to TF risks?
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Application of FATF Standards (R
.15)

Understanding of risks 

Implementation of legal framework & 
enforcement

Registration / licensing requirement

Implementation of preventive measures

Risk-based supervision

International cooperation
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Ratings obtained from follow-up reports of Bangladesh (2020); Bhutan (2020); Cambodia (2021); Canada (2021) China (2020); Mongolia                  
(2021); Myanmar (2020); New Zealand (2021); Philippines (2020); Pakistan (2020); Sri Lanka (2020); Thailand (2021); 
United States (2020); and MER of Japan (2021).
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• ?7#/)7:$6-#.%60: *"8#)@6*&)A*B$&0$1234*$0&)$2CDE?FG$8")8&*#*$/.-$8",76*'$/$76*%$&0$1234*$76(#.*#-$
&)$)#="7/%#-$6.$%'#6)$H")6*-6(%6&.;

• 3'/)#$6.0&)I/%6&.$&.$)6*9$%&$*"88&)%$12E1234$)6*9$/**#**I#.%*$A,&%'$H")6*-6(%6&.$/.-$*"8#)@6*&):B;
• 3'/)#$6.0&)I/%6&.$%&$*"88&)%$06%$/.-$8)&8#)$/**#**I#.%*$AJK$6.0&)I/%6&.5$,/(9=)&".-E()6I6./7$

'6*%&):5$*"8#)@6*&):$06.-6.=*B;
• 3'/)#$6.0&)I/%6&.$%&$*"88&)%$I/)9#%$#.%):E)#=6*%)/%6&.$/8876(/%6&.*$ADL25$6.%#776=#.(#5$*"8#)@6*&):B;
• 3'/)#$6.0&)I/%6&.$&.$,7&(9('/6.$*")@#677/.(#$/.-$/./7:%6(/7$%&&7*;
• ?&.-"(%$H&6.%$*"8#)@6*6&.$A.&%606(/%6&.$/.-$(&.*"7%/%6&.$,#%M##.$'&I#$/.-$0&)#6=.$*"8#)@6*&)*$6.$

)#7/%6&.$%&$#.%6%6#*$".-#)$*"8#)@6*6&.$&)$M'#)#$/$0&)#6=.$1234$6*$(&.-"(%6.=$".)#="7/%#-$&)$677#=/7$
/(%6@6%:$6.$/$H")6*-6(%6&.B;

https://www.fsb.org/2019/04/crypto-assets-regulators-directory/
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