


 

 

World Customs Organization (WCO), as well as relevant regional and subregional organizations and other 
specialized bodies and institutions with expertise in specific aspects of counter-terrorism.  
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recalled that all measures must be taken in accordance with domestic law and international obligations and in full 
respect for human rights and fundamental freedoms.  
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COUNTER-TERRORISM IN CYBERSPACE 
 

 
 
errorists and terrorist groups exploit the Internet and social media not only to commit terrorist 
acts, but also to facilitate a wide range of terrorist activities, including incitement, 

radicalization, recruitment, training, planning, collection of information, communications, 
preparation, and financing. The COVID-19 pandemic, which witnessed lockdowns and social distancing 
in many Member States, also saw a dramatic increase in use of the Internet, raising significant concern 
about the abuse of information and communications technologies (ICT) by terrorists and terrorist 
groups, as well as persons and groups espousing extreme right-wing (or racially or ethnically 
motivated) ideologies. In its work to address the those underlining issues, the Counter-Terrorism 
Committee is guided by several Security Council
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ICT issues (digital  evidence, protection of critical  infrastructure,  online incitement, online 
moderation, etc.) have also been included in the Overview of Implementation Assessment (OIA) and 
the electronic Detailed Implementation Survey (e-DIS), the recently updated survey tools of the 
Committee and its Executive Directorate, which are hosted in a new cloud-based assessment and 
analysis portal. 

 
WORK WITH THE PRIVATE SECTOR 
 
���‹�•�…�‡���t�r�s�v�á�����������á���™�‘�”�•�‹�•�‰���—�•�†�‡�”���–�Š�‡�����‘�•�•�‹�–�–�‡�‡�ï�•���’�‘�Ž�‹�…�›���‰�—�‹�†�ƒ�•�…�‡�á���Š�ƒ�•���ƒ�…�–�‹�˜�‡�Ž�›���„�‡�‡�•���‡�•�‰�ƒ�‰�‹�•�‰ with 
the private sector in this area. In 2017, this collaboration was formalized in a public-private 
partnership called Tech Against  Terrorism . This initiative,  which involves numerous partners from 
Government, the private sector, trade associations, civil society, academia, and multi

whichwhich
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Security Council resolution 2354 (2017) requests the Counter-���‡�”�”�‘�”�‹�•�•�����‘�•�•�‹�–�–�‡�‡���–�‘���ò�‹�†�‡�•�–�‹�ˆ�› and 
compile existing good practices in countering terrorist narratives, in coordination with the CTITF 
[Counter-Terrorism Implementation Task Force] Office [now the United Nations Office of Counter-
Terrorism (UNOCT)], and where appropriate in consultation with other relevant non- United Nations 
�‡�•�–�‹�–�‹�‡�•�ä�ó�����Š�‡�����‘�—�•�–er-���‡�”�”�‘�”�‹�•�•�����‘�•�•�‹�–�–�‡�‡���™�‹�Ž�Ž���ƒ�Ž�•�‘���ò�…�‘�•�–�‹�•�—�‡���–�‘���”�‡�˜�‹�‡�™���Ž�‡�‰�ƒ�Ž measures taken by 
States to enhance �‹�•�’�Ž�‡�•�‡�•�–�ƒ�–�‹�‘�•�ó�á �ò�†�‡�˜�‡�Ž�‘�’ further  public-private �’�ƒ�”�–�•�‡�”�•�Š�‹�’�•�ó�á���…�‘�•�†�—�…�–���‘�—�–�”�‡�ƒ�…�Š��
to civil society organizations and religious actors, and to work with members of the CTED Global 
Research Network and others to measure the impact and effectiveness of counter-narratives. 

 
���•�� �‹�–�•�� �ƒ�•�•�‡�•�•�•�‡�•�–�•�� �‘�ˆ�� ���‡�•�„�‡�”�� ���–�ƒ�–�‡�•�ï�� �‹�•�’�Ž�‡�•�‡�•�–�ƒ�–�‹�‘�•�� �‘�ˆ�� �–�Š�‡�� �”�‡�Ž�‡�˜�ƒ�•�–�� ���‘�—�•�…�‹�Ž�� �”�‡�•�‘�Ž�—�–�‹�‘�•�•�á�� �–�Š�‡ 
Committee and CTED therefore place an emphasis on the steps taken by States to institute 
programmes and strategies to counter incitement, in accordance with resolution 1624 (2005), 
criminalizing incitement and countering terrorist -narratives in accordance with resolution 2354 
(2017), as well as to counter violent extremism in accordance with 2178 (2014) and others. 
Wherever there are gaps, the Committee and CTED seek to bring States together with technical 
assistance providers to develop further initiatives  in these areas. 

 
The Committee and CTED are committed to ensuring coordination of their  efforts with  those being 
made in support of the United Nations Global Counter-Terrorism Strategy, including through ���������ï�• 
participation  in the United Nations Global 
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DATA PROTECTION AND PRIVACY 
 
As counter-terrorism  measures increasingly raise challenges relating to privacy and data protection, 
experts recognize a lack of data-protection legal frameworks and guidance for private companies and 
Governments addressing technical issues such as legal enrolment criteria, data retention or deletion 
policy, data processing, data sharing, preventing misuse of data, data security, validation and 
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Committee, with the support of CTED, to examine Member-
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�x Security Council resolutions 2341 (2017), 2354 (2017), 2395 (2017) and 2396 (2017) 
acknowledge the need to develop public-private partnership, through voluntary  cooperation, to 
address the exploitation of ICT by terrorists, including in developing counter-narratives and 
technological solutions, while respecting human rights and fundamental freedom, and ensuring 
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In view of the challenges and pursuant to resolutions  2322 (2016), 2331 (2016), 2341 (2017), and 2396 (2017) 
and the CTC Madrid Guiding Principles on FTF and its Addendum, CTED together with the International 
Association of Prosecutors (IAP) and the United Nations Office on Drugs and Crime (UNODC) launched a Practical 
guide for requesting electronic evidence across borders, in September 2018. This initiative  is strengthening 
the capacity of central authorities, prosecutors and investigators to preserve and obtain electronic evidence 
in the framework of 



 
 

 
ARTIFICIAL INTELLIGENCE  

 

 
he use of AI in CT, from automatic content moderation by communication service providers to the use of 
biometrics, is widespread. Machine learning and decision-making are seen both as extremely powerful 
surveillance and investigative tools but also as serious threats to the enjoyment of civil and political rights, 
from privacy and freedom of expression to racial and gender discrimination. CTED has been collaborating 
with various partners that are working on this area, notably UNICRI and the World Economic Forum. 
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https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted-trends-alert-may_2019.pdf
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted-trends-alert-may_2019.pdf
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LEGAL AND CRIMINAL JUSTICE ISSUES 

 

           

           he adoption of Security Council resolution 1373 (2001) 

introduced a significant new dimension to international 

counter-terrorism law by requiring all United Nations 

Member States to criminalize various acts associated with 

terrorism, as well as participation in the financing, planning, 

preparation and perpetration of such acts. The resolution 

emphasizes the need to bring terrorists to justice through 

effective criminalization and requires that the punishment 

duly reflect the seriousness of such acts. 

 

Council resolutions 1373 (2001), 1624 (2005), 2178 (2014), 2396 (2017), 

and other relevant resolutions. The Counter-Terrorism Committee 

Executive Directorate (CTED) supports the Committee by assessing 

���‡�•�„�‡�”�� ���–�ƒ�–�‡�•�ï�� �…�‘�—�•�–�‡�”-terrorism efforts, including progress made, 

remaining shortfalls, and priority areas for technical assistance needs, as 

well as by identify ing terrorism -related trends and challenges and good 

practices employed in the implementation of the relevant Council 

resolutions. 

Security Council resolution 2178 (2014) addresses the exceptional 

challenges posed by the foreign terrorist fighter (FTF) threat and 

�‡�•�–�ƒ�„�Ž�‹�•�Š�‡�•�����–�ƒ�–�‡�•�ï���‘�„�Ž�‹�‰�ƒ�–�‹�‘�•�•���–�‘���…�”�‹�•�‹�•�ƒ�Ž�‹�œ�‡���ƒ�†�†�‹�–�‹�‘�•�ƒ�Ž���ƒ�…�–�•���•�’�‡�…�‹�ˆ�‹�…���–�‘���–�Š�‹�•��

threat and to ensure that prospective terrorists can be brought to justice for 

actions taken to prepare or facilitate terrorist acts, including travel. 

 

MORE INFORMATION 

 

More info about CTC and CTED, 

including the CTC Chair and 

���������ï�•�����š�‡�…�—�–�‹�˜�‡�����‹�”�‡�…�–�‘�”�á���…�ƒ�•��

be found here: 

https://www.un.org/securityco

uncil/ctc/content/about -us-0. 

 

A list of FAQs is available here: 

https://www.un.org/securityco

uncil/ctc/content/frequently -

asked-questions-faqs.  
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I N T E R N A T I O N A L  C O O P E R A T I O N  �t  P R O S E C U T I O N ,  R E H A B I L I T A T I O N ,  A N D  

R E I N T E G R A T I O N  S T R A T E G I E S 

Promoting �‹�•�–�‡�”�•�ƒ�–�‹�‘�•�ƒ�Ž�� �Ž�ƒ�™�� �‡�•�ˆ�‘�”�…�‡�•�‡�•�–���ƒ�•�†�� �Œ�—�†�‹�…�‹�ƒ�Ž�� �…�‘�‘�’�‡�”�ƒ�–�‹�‘�•�� �‹�•�� �ƒ�� �…�‡�•�–�”�ƒ�Ž�� �‘�„�Œ�‡�…�–�‹�˜�‡�� �‘�ˆ�� �–�Š�‡�� ���‡�…�—�”�‹�–�›�� ���‘�—�•�…�‹�Ž�ï�•��

counter-terrorism efforts. This objective is set forth in resolution 1373 (2001) and several subsequent resolutions. 

In 2016, the Council adopted its resolution 2322 (2016), which is the first Council resolution to focus specifically on 

international law enforcement and judicial cooperation to counter terrorism. The resolution highlights the need for 

enhanced cooperation in several new and emerging areas, especially in relation to FTFs. 

The requirement for Member States to develop and implement prosecution, rehabilitation, and reintegration (PRR) 

strategies originates with the call to bring terrorists to justice, contained in resolution 1373 (2001). The concept of 

a PRR strategy was explicitly introduced through resolution 2178 (2014); further developed in the 2015 Madrid 

Guiding Principles (S/2015/ 939); and further emphasized in Council resolution 2396 (2017), which focuses on 

suspected terrorists, including relocating and returning FTFs and their family members, presenting additional 

provisions in the areas of judicial measures and international cooperation to develop PRR strategies. 



 

 

situation of FTFs who travel to, or return from, conflict zones has also caused challenges for prosecutors and 

investigators. Because information related to the activities of FTFs can be located on the battlefield, it may be 

inaccessible to civilian prosecutors and investigators. 

In order to address this serious challenge, CTED, acting together with the International Association of Prosecutors 

(IAP) and the United Nations Office on Drugs and Crime (UNODC) launched�á���‹�•�����‡�’�–�‡�•�„�‡�”���t�r�s�z�á���–�Š�‡���òPractical guide 

for requesting electronic evidence across borders�ó, which also responds to Security Council resolutions 2322 (2016), 

2331 (2016), and 2341 (2017), in calling on Member States to collect and preserve evidence for the purposes of 

investigations and prosecutions aimed at holding accountable those responsible for terrorist attacks. CTED      has 

also partnered with United Nations entities that are members of the Counter-Terrorism Implementation Task Force 

(CTITF) Working Group on Legal and Criminal Justice Responses to Terrorism to develop guidelines for Member 

States on how to collect evidence on the battlefield to enhance its admissibility in criminal justice proceedings. This 

is particularly relevant in cases where civilian investigatory capacities in the State in which the conflict is occurring 

are insufficient or where mutual legal assistance (MLA) arrangements are lacking. The project partners have 

launched the �ò�
�—�‹�†�‡�Ž�‹�•�‡�•���–�‘���ˆ�ƒ�…�‹�Ž�‹�–�ƒ�–�‡���–�Š�‡���—�•�‡���ƒ�•�†���ƒ�†�•�‹�•�•�‹�„�‹�Ž�‹�–�›���ƒ�•���‡�˜�‹�†�‡�•�…�‡���‹�•���•�ƒ�–�‹�‘�•�ƒ�Ž���…�”�‹�•�‹�•�ƒ�Ž���…�‘�—�”�–�•���‘�ˆ���‹�•formation 

�…�‘�Ž�Ž�‡�…�–�‡�†�á�� �Š�ƒ�•�†�Ž�‡�†�á�� �’�”�‡�•�‡�”�˜�‡�†�� �ƒ�•�†�� �•�Š�ƒ�”�‡�†�� �„�›�� �–�Š�‡�� �•�‹�Ž�‹�–�ƒ�”�›�� �–�‘�� �’�”�‘�•�‡�…�—�–�‡���–�‡�”�”�‘�”�‹�•�–�� �‘�ˆ�ˆ�‡�•�…�‡�•�ó
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